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Fast Facts

How does IRS know that people are who they say they are when they file their

taxes or access online taxpayer resources?

IRS relies on one vendor, ID.me, to prove taxpayers' identities for many of its
applications. Usually, the process entails uploading documentation—e.g., a driver's

license—and providing biometric evidence, like a selfie.

IRS monitors some aspects of the process, such as safeguarding taxpayer privacy
—but can do more. For example, IRS hasn't set its own performance goals for the
vendor's work or listed ID.me's artificial intelligence technology in its inventory of

Al uses.

Our recommendations are to strengthen oversight.
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What GAO Found

Federal agencies identify and verify that users attempting to access government
services, benefits, and other resources are who they claim to be. This identity-
proofing process may occur in person, by telephone, or online. The National
Institute of Standards and Technology has issued guidance defining three risk-
based identity-assurance levels for online interactions: (1) some confidence of

claimed identity, (2) high confidence, and (3) very high confidence.

In implementing its identity-proofing program, the Internal Revenue Service (IRS)
determined that it needed identity assurance level (IAL) 2 in providing users
access to certain online IRS applications. A private credential service provider,
ID.me, is IRS's sole provider of level 2 identity-proofing products and supporting
activities. These activities include having individuals provide evidence, such as a

driver's license, and biometric evidence, such as a selfie (see figure).

High-Level Identity Assurance Level 2 Digital Identity-Proofing Process



Upload documents Provide selfie or video chat Login to IRS account

Sources: GAD analysis and illusirations (license, Social Security card, hand/phone icons); Golden Sikorka'siock.adobe.com (laptop),
viktonjareut/stock.adobe.com (passport). | GAQ-25-107273

The reach of IRS's digital identity-proofing program is considerable—users
accessed IAL 2 applications more than 150 million times between 2021 and 2024,
according to IRS data.

IRS is conducting several oversight activities to monitor ID.me and overall
program performance. These include (1) issuing 12 directives to ID.me on
ensuring its solutions protect users' privacy; (2) documenting data validation
checks to determine if ID.me is adhering to contract terms and conditions; and (3)
holding biweekly meetings with vendor representatives to discuss challenges,

performance, and associated issues.

However, gaps remain in IRS's oversight of its identity-proofing program:

¢ |IRS was unable to show it had measurable goals and objectives for the
program. IRS receives performance data from the vendor but did not show it
independently identified outcomes it is seeking. IRS also has not shown
documented procedures to routinely evaluate credential service providers'
performance. Without stronger performance reviews, IRS is hindered in its
ability to take corrective actions as needed.

¢ |ID.me acknowledges that its identity-proofing process involves the use of
artificial intelligence (Al) technologies. However, IRS has not documented
these uses in its Al inventory or taken steps to comply with its own Al
oversight policies. Doing so would provide greater assurance that taxpayers'
rights are protected and that the technologies are accurate, reliable,
effective, and transparent.

Why GAO Did This Study

IRS offers more than 30 online applications to help taxpayers meet their tax
obligations. To guard against fraud and abuse, IRS requires users to prove their
identities when accessing these applications. This process can require users to

divulge sensitive personal information about themselves.



GAO was asked to review IRS's identity-proofing program. This report assesses

how IRS monitors and oversees the performance of its identity-proofing program.

GAO reviewed IRS policies and procedures associated with IAL2 identity
proofing; interviewed relevant IRS officials and ID.me staff; and reviewed ID.me-

related performance data and contract information.

Recommendations

GAO is making four recommendations to IRS, including (1) defining and documenting
measurable goals and objectives for its identity-proofing program; (2) regularly evaluating
and documenting the results of its identity-proofing program; and (3) ensuring that
procured identity-proofing solutions that involve the use of Al included in IRS's Al
inventory are consistent with applicable legal requirements and are subject to IRS's Al

oversight process. IRS agreed with all of the recommendations.

Recommendations for Executive Action

Agency Affected Recommendation Status
Internal Revenue The Commissioner of ® Open
Service Internal Revenue should

IRS agreed with this recommendation.
In its 180--day letter response, IRS
said the director of identity assurance
will establish measurable goals and
objectives for its digital identity-
proofing program. As of May 2026,
IRS said it has written draft goals and
objectives, which it is sharing with
stakeholders and plans to implement
them by July 2026. GAO will continue
to monitor IRS"s efforts to implement
this recommendation.

define and document
measurable goals and
objectives for its digital
identity-proofing program.
(Recommendation 1)

Internal Revenue The Commissioner of ® Open

Service Internal Revenue should
regularly evaluate and
document results of its

IRS agreed with this recommendation.
In it 180-day response letter, IRS said
that the director of identity assurance
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Agency Affected

Recommendation

Status

Internal Revenue
Service

Internal Revenue
Service

digital identity-proofing
program in terms of
meeting the goals and
objectives established in
recommendation 1.
(Recommendation 2)

The Commissioner of
Internal Revenue should
establish procedures for
routinely sharing and
communicating identity-
proofing vendors'
performance data to
relevant officials.
(Recommendation 3)

The Commissioner of
Internal Revenue should
ensure that procured
digital identity-proofing
solutions that involve the
use of Al are included in
IRS's Al inventory,
consistent with applicable

legal requirements, and go

will coordinate the evaluation of

credential service providers' key
performance indicators (KPI) with
internal stakeholders and institute a
process for routine evaluation of
credential service providers' KPls. IRS
also plans to coordinate with internal
stakeholders to define baseline KPI
thresholds. It will also establish
procedures to periodically evaluate
credential serviced providers against
established KPls, including a
remediation plan to address CSPs that
are not meeting KPIs. The agency
expects this work to be implemented
by October 2026. GAO will continue
to...

View More

@® Open

IRS agreed with this recommendation.
In it 180-day response letter, IRS said
that it will document procedures for
internal stakeholders to attend
monthly Secure Access Digital Identity
(SADI) program meetings and establish
a centralized repository for access to
credential service provider
performance information. IRS plans to
implement these actions by October
2026. GAO will continue to monitor
IRS"s efforts to implement this
recommendation.

® Closed - Implemented

In September 2025, in response to our
recommendation, IRS updated its
internal Al inventory with two use
cases related to identity-proofing
solutions procured through ID.me and
ensured the required information was
complete and accurate. As of June
2026, the use cases have gone
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Agency Affected Recommendation Status

through IRS's Al oversight through several steps in IRS's Al
process. (Recommendation oversight process as required by IRS's
4) Al policy, including the preliminary

high-impact determination and the
assignment of an accountable agency
official. As a result, IRS ensured that
its current Al-based identity-proofing
solutions are compliant with agency
requirements and reflect the
government-wide principles for Al use.
This, in turn, has better positioned IRS
to ensure...

View More
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How Could IRS Improve its Identity-Proofing Program?
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