Socure

Socure is a digital identity verification and management platform providing predictive
analytics to understand user behavior and potential threats. The platform works across
a variety of industries, such as financial services, ecommerce, and online gaming.
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ldentity Moves to the Center of Security

By Kyle Harrison
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Identity Crisis: The Biggest Prize in Security
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especially relevant in the early 2020s as the COVID-19 pandemic led to accelerated
adoption in fintech, online gaming, and ecommerce. In 2021, the Federal Trade

Commission (FTC) reported that consumers filed 2.8 million fraud reports — a 70%
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March 2023, the Biden Administration announced a $1.6 billion “pandemic anti-fraud

proposal’.

Combatting fraud effectively can be difficult, especially for businesses operating in

highly regulated industries like fintech or government services. On the one hand,

customers want to be able to access their accounts and information quickly and easily;

over 65% of customers in 2023 expect an exceptional digital experience. On the other

hand, organizations need to protect customer data from unauthorized access. To strike

a balance between convenience and security, firms must invest in robust security

measures that protect customer data without adding friction to the customer journey.
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SOCURE

Bringing Trust to Identity

Source: Business Wire
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While Socure struggled to gain traction in the early years, the company eventually grew

to double-digit millions in revenue by 2019, at which point Madhu left the company to
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tenure. As the company grew, so did its offerings, which expanded from multi-channel
identity verification to KYC, fraud detection, and more. In 2021, Ayers became CEO.

Over time, Socure’s mission has evolved from providing fraud detection and identity
verification solutions to focused a broader fraud prevention platform. The company also
has a number of executives that have contributed to the company’s growth, including
Pablo Abreu (Chief Product Officer), who past employees describe as “one of the
sharpest minds in the industry as far as modeling and Al.” Other executives who joined
the company later include Chad Kalmes (CISO), who Socure hired in April 2022, having
previously held director roles at Twilio and Optimizely. As of June 2023, the company
has remote teams in both the United States and Chennai, India.
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Socure’s core product offering is the ID+ Platform, which is comprised of several core
features that together provide predictive solutions for identity verification and fraud
prediction. Socure does this through Graph-Defined Identity Verification, an approach to

identity verification that gets a comprehensive picture of every user in real-time using
multiple trusted data sources.

Compared to its competitors and legacy solutions, Socure is considered to be better at
detecting fraud with its graph analytics combined with machine learning models,

enabling the platform to recognize attacks that would be difficult for humans to detect.
The platform’s individual features utilize Al/ML in an attempt to continuously learn on a

proprietary network of online/offline data populated with billions of predictions and

outcomes.
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All of Socure’s products can be acc Q\;’)

from onboarding to transactions. A

ID+ Platform provides a single solu S ssese T e Besseralk

need for “patchworking and frankel
Rundown

Subscribe for a weekly digest on the best private
Fraud Risk Detection & Predic ~ technology companies.

Socure’s fraud & risk suite is compr

streamline their risk program and re

®  Sigma ldentity Fraud: This fea
identity—name, email, phone, a
address, device, velocity, netwt
fraud across a consumer’s digitar ivuLpI L CuNparnss THan usuLy Ve nuauun -
related concerns are customer-approval friction due to false positives (e.g. when a
legitimate user does not pass an identity check). Sigma Identity Fraud is able to

capture identity fraud in the riskiest 3% of applicants 85-90% of the time, while still
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Sigma Synthetic Fraud: Synthetic identity fraud occurs when someone uses a
combination of real and fake personal information, such as a stolen SSN and a fake
name, to commit identity fraud. As early as 2016, synthetic fraud accounted for
20% of total credit losses for US lenders. Socure’s synthetic fraud solution uses
advanced models built on fraud investigation best practices to draw upon public
records and device intelligence to create a comprehensive profile and predictive

fraud score associated with each user. Sigma Synthetic Fraud is “trained to think

like a fraudster” and is learning from feedback data so that it can detect synthetic

identity fraud as it happens.

Sigma Device: Customers using mobile devices to transact and communicate are
typically unaware of the potential malicious actors potentially using VPNs, virtual
infrastructure, and mobile emu ’ ’
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Email RiskScore: Socure provides a risk-scoring system for email addresses.
Malicious actors often use fake, stolen, or invalid emails to conduct fraud, and
Socure’s platform factors in 60+ email-specific features like domain mismatches
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®  Portfolio Scrub: In 2022, 62% of US financial institutions experienced an increase
in financial crime. With large portfolios of data to manage, high-risk profiles and
crimes, like money laundering, can easily fall through the cracks of any financial
organization. Socure’s Portfolio Scrub feature uses Al/ML and third-party fraud
expertise to identify risks in computer accounts and support clients in developing
better mitigation strategies. Companies can use Portfolio Scrub for a variety of
applications, such as uncovering identities used by money mules, bolstering KYC

processes, and identifying risks in newly acquired portfolios.
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®  eCBSV: Socure’s Electronic Consent Based Social Security Number Verification
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confident decisions when interacting with higher-risk consumers, such as Gen Z,
millennial, credit invisible, thin-file, and other hard-to-verify customers. On average,
eCBSV allows companies to verify 6-8% more populations. Socure eCBSV is fully
integrated within the company’s general KYC solution.
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Identity Document Verification (DocV)

Socure’s predictive document verification (DocV) solution digitally verifies thousands of
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document verification tools, Socure only needs a single selfie image to complete the
verification process. Additionally, by using premium NIST PAD Level-2 liveness detection
and enhanced biometrics, Socure detects and prevents spoofing attacks with 99.56%
accuracy. Companies can implement DocV for a variety of use cases, such as
decreasing spoofing attacks, reducing friction for customers during security checks,
and getting a more holistic customer view.

In June 2023, Socure announced the acquisition of Berbix, an identity and document
verification company, for $70 million. Socure indicated that its platform had already
previously integrated with Berbix as part of its predictive document verification product.
However, Socure CEO Johnny Ayers indicated that the market was increasingly looking

for well-integrated best-in-class soliitinne:

“We are finding repeatedly -

and passive — documentar _
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2021 study found that checks and ACH debits were the payment methods most

impacted by fraud activity—a sign that Socure’s Account Intelligence feature is in

demand.

Decisioning

Socure also provides a no-code decision logic platform that enables companies to

simulate, optimize, and automate their decision-making while remaining fully compliant.
Teams can use the drag-and-drop decision module to implement complex automation

sequences and then later on see the impact of changes either through simulations or

deployment. Applicable use cases i
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contrasts that of legacy solutions, which take a more qualitative approach to detecting

fraud.
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Long-time customers of Socure have reported improvement in model accuracy over the
years, primarily due to new clients bringing unique data about end-user interactions that
is fed right back into Socure’s models. The previously mentioned Head of Risk has found
Socure hard to replace given how embedded its products have become in processes like
customer onboarding and transactional monitoring. Similarly, a Director of Product
Management at a financial advisory firm believes that, compared to other options,
Socure offers the “best chances of maintaining the conversion rates among our good

customers.”

Currently, Socure is trusted by 1.7K+ customers, including 4 of the top 5 banks, 250+ of
the largest fintechs, 6 of the top 10 credit card issuers, and 3 of the top MSBs.

Market Size /‘:\\)
&/
According to one study, the global Subscribe to the Research

billion in 2021 and is predicted to re Rundown
16.7% from 2022 to 2030. These fic

analysis, which valued the identity ¢ Subscribe for a weekly digest on the best private
T technology companies.

This high expected growth rate car

the world becomes more digital, mc

verification solutions. In an analysis

throughout 2022, one study found

over-year. And as of June 2023, 89

planning to adopt one. Moreover, in

to experience significant growth in

grow sixfold by 2030 to $1.5 trillion

2026. Finally, President Biden’s $1.6 trillion pandemic anti-fraud proposal in March 2023
signals a greater emphasis on combatting fraud going forward that will not only increase
Socure’s business in the government services industry but across businesses of all sizes

who may find security products increasingly necessary.
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Competition

Within the broader fraud detection space, Socure primarily competes with other all-in-
one companies that leverage Al to deliver a suite of capabilities associated with identity
and fraud authentication. While point solutions exist (such as email risk management),
companies are increasingly optimizing for vendor reduction and subscribing to one-
stop-shop solutions such as Socure. Additionally, newer players have centered their
offerings around advanced machine learning models to drive precision and efficiency—a
shift that incumbents have been slow to adopt. As to what differentiates the different
players within the space, Socure CEM Inhnnu Avare dacarihae haw namnanice ara
competing on the ability to open m

3-5% more customer accounts witl A\

-y '\\.'/
million of new customer value. &7

Subscribe to the Research
Jumio Rundown

Subscribe for a weekly digest on the best private

. . . . . technology companies.
Jumio is an identity verification cor % P

validation products for mobile and
core KYX Platform or individual fea
verification while maintaining comg
is more centered around the docun
offers less integrated features for ¢
customer lifecycle. The company w
date. As of August 2023, it last rais

Persona

L R T D - e e B = A B - ) PR R AT - PN 2 Ta T e T B PR S S

By navigating this website you agree to our privacy policy.


https://app.tegus.co/guest/view/84U1hw8xzLSNjrESwkzRcnJqZf6tiJ9dcTDkG9eYnRrmnA6XTyzLmxvkYHWx
https://ffvc.com/ceo-series/a-conversation-with-socure-ceo-johnny-ayers/
https://ffvc.com/ceo-series/a-conversation-with-socure-ceo-johnny-ayers/
https://ffvc.com/ceo-series/a-conversation-with-socure-ceo-johnny-ayers/
https://www.jumio.com/
https://www.jumio.com/kyx/
https://app.tegus.co/guest/view/ZzZeHgT78mQ52JjMhAxik22pDW3ajMQBHge9qojxKai6zvHTxTevEfqh8PUL
https://app.tegus.co/guest/view/5WdL3shpgDHhmvdAq4uFVZpGYWcix7YhCxXEm5zndPqq91puHLAEspMZcPL8
https://en.wikipedia.org/wiki/Jumio
https://www.crunchbase.com/organization/jumio
https://www.crunchbase.com/funding_round/jumio-private-equity--79997e88
https://research.contrary.com/reports/persona
https://www.crunchbase.com/organization/persona-188f
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy
https://research.contrary.com/privacy

key differentiator is that instead of drawing on its own database of information, Persona
aggregates data from different databases, like that of LexisNexis, allowing clients to
jump between different pools of data to achieve more accurate results. The company
has raised a total of $217.5 million, and as of August 2023, it last raised a $150 million
Series C led by Founders Fund in 2021.

Feedzai

Feedzai is a risk management platform that uses Al and advanced machine learning
models to prevent, detect, and remediate fraud risk for its clients. Similar to its
competitors, Feedzai offers API-ba:
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across all business workflows. The company is an incumbent competitor to Socure, with
a built-out suite of security and identity tools that include Guardium (data encryption
and management), QRadar (Al threat detection), and Trusteer (customer authentication).
Compared to other players in the space, IBM is much larger in scale (345K employees)
and provides greater product depth through the ability to integrate with other product
suites (i.e. supply chain and DevOps) and Al tools like IBM Watson. Additionally, the
company provides services globally, while Socure only currently operates in the United
States. IBM was founded in 1911 and IPO’ed in 1915.

LexisNexis

LexisNexis is an incumbent compet
proprietary analytics technology, tc
industries including financial servic
has access to a larger dataset and
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IDology (GBG)

IDology is another incumbent and ¢

authentication, and fraud managen

a plug-and-play platform solution, Ce.iiricew v v imaon romeun wo e o ey
verification, KYC/AML regulatory compliance, and fraud management. IDology was
founded in 2003 and was acquired in 2019 by UK-based GBG for $300 million.
Subsequently, IDology has been able to realize synergies with other GBG companies
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Prove

Prove is another all-in-one identity management platform providing solutions like
onboarding to multi-factor authentication. Prove differentiates from its competitors
through its many partnerships which are listed on its APl marketplace. Additionally, while
the company sells to a variety of industries, its features are catered toward mobile
customer interactions. Prove was founded in 2008 and has raised a total of $202.9

million from investors including Apax Digital and American Express Ventures.
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company raised two rounds of financing, and Socure CEO Johnny Ayers reported that
Socure achieved 221% year-over-year customer growth, 500% year-over-year increase
in bookings, and five consecutive quarters of record year-over-year revenue growth. In
2021, the company also experienced a 600% year-over-year increase in customer
acquisition in the online gaming market and maintained a churn of negative 160%,
meaning that customers were more likely to spend more money on Socure every year.
Customers who gradually replace point solutions with Socure’s suite of products benefit

from the increased efficiency that comes with having an end-to-end solution.

In March 2023, Ayers told TechCrunch that they had tripled their customer base in the
past two years and developed more relationships with top banks and financial
institutions. Around this time, the cormnanv alen nartnarad with financial inetitiitinn
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Valuation

Socure raised a $450 million Series E, led by Accel and T. Rowe Price, in November 2021
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company at $1.3 billion. As of August 2023, the company has raised $741.9 million to
date.

After Socure’s round of funding in 2021, CEO Ayers stated that the company “will
certainly come to market here in the not-too-distant future” and was aiming for 2023 as
a tentative IPO date. The only publicly announced news related to financing since then
was a $95 million credit facility with J.P. Morgan, Silicon Valley Bank, and KeyBanc
Capital Markets, which Socure closed in March 2023. In an interview with TechCrunch,
Ayers stated that the credit loan was motivated by favorable rates and could
“significantly strengthen the balance sheet and put [Socure] in a really good position to

be offensive.”
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Increased Demand for Security

In March 2023, President Joe Biden announced a $1.6 trillion anti-fraud proposal
targeting synthetic fraud and identity theft catalyzed by COVID-induced digitization. As
many companies shifted their business model or operations to remote during COVID-19,
digital fraud increased by 70% in 2021. David Mattei, a senior analyst at Aite-Novarica
Group, describes how “The use of document identification and verification solutions to
verify a user’s identity is growing due to the surge in online, digital interactions.”
Companies across all industries—especially those that are just now digitizing—are all
liable to attacks and are increasingly recognizing the importance of purchasing identity

verification solutions.

In 2021, the digital shift helped Soc 6)
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If Socure continues to increase the precision of its features, the company could realize

significant growth across both new and existing audiences.

Growth in Fintech

Due to the high potential for fraud and strict industry regulations, financial institutions
represent a sizable portion of Socure’s customer base. In recent years, fintech has
continuously increased its share of the global financial services market, with banking
fintechs expected to constitute almost 25% of all banking activity by 2030. Digital
payments transaction volume is also expected to grow at an 11.8% CAGR between
2023-2027, reaching $14.8 trillion t
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Growth in Gen Z Consumers

As of June 2023, Socure claims an
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of financial products like custodial accounts and BNPL. According to Bank of America
Research, the Gen Z demographic born between 1996-2012 earns $7 trillion, with this
number expected to grow to $17 trillion by 2025 and $33 trillion by 2030.
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behind the feature update, Socure CEO Johnny Ayers remarked how attracting Gen Z
consumers is “key to the longevity and growth” of Socure’s clients. Continuing to target
this growing audience will enable Socure to ride the tailwinds brought upon by the next

generations of consumers.

Key Risks

Increased Fraud Sophistication
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With bots that can perform hundreds of account takeovers in seconds and the
existence of deepfake software, fraudsters are more sophisticated than ever before.
While Socure’s adaptable machine learning may catch many of these attacks, the
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Regional Limitations

Up until 2022, Socure only operated within the United States. In October 2022, Socure
announced plans to expand internationally into Canada, the United Kingdom, and
Europe. However, international expansion has been a common pain point for identity
verification solutions in the past, as companies often do not experience the same initial
traction as in their home market and end up playing catch-up compared to other
providers. This is because different countries have different sets of regulations (e.g.
GDPR) and data sources stored in different locations, meaning that platforms often
have to manually build out entirely new frameworks to provide the same KYC and fraud
detection functionalities. For Socure, these limitations could create friction for its clients
looking to expand their business in

with different regional providers in-

checks across borders. Q)
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Socure are becoming the main line of defense. While Socure’s competition continues to
increase, the company has the potential to solidify itself as the leader in the space if it
continues to improve the accuracy of its models and prioritize a frictionless end-user
experience. The key questions that still remain are whether Socure can keep up with
rapidly advancing fraud and find the same success as it has in the United States across
different regions around the world.
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reference to directly or indirectly in this material, will be profitable, equal any corresponding indicated
performance level(s), or be suitable for your portfolio. Due to rapidly changing market conditions and
the complexity of investment decisions, supplemental information and other sources may be required
to make informed investment decisions based on your individual investment objectives and suitability
specifications. All expressions of opinions are subject to change without notice. Investors should seek
financial advice regarding the appropriateness of investing in any security of the company discussed in
this presentation.
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